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1
Decision/action requested

This solution tries to provide the solution for the key issue 2.2. more specifically to the DOS attack using SUCI replay.
2
References

 [1]
3GPP TS 33.501 v 17.2.0
3
Rationale

This contribution tries to capture the conclusion part for the key issue 2.2. Based on the following logic it is recommended that no normative work is needed for key issue 2.2 for linkability attack using SUCI replay.

1. The cell is bigger and so even the hacker knows that the user is there in a cell but it can’t locate the exact position of the user. There is a chance the user can move out of the cell. Then the MiTM needs to perform the linkability attack again on nighbouring cells which will be certainly a difficult task.
2. The actualy identity of the user can not be revealed by a SUCI so there is no threat to the user as the user can not be identified. 
However, the DoS attack is possible as the attacker can replay the captured SUCI and heavy authentication procedure will take place every time. The solution described in 6.2.10.2 will solve the DoS attack becaue the UDM will reject the SUCI after T3519 (validity period of a SCUI) and hence will not initiate any further authentication procedure after SUCI validty period of T3519. 
4
Detailed proposal

7.0.1
Assessment of attack risk 
Editor's Note: This clause should provide for all KIs addressed a clear statement (in a condensed way) on the security threat, i.e. the likelihood of the attack to happen under which conditions, level of severity.
	Key Issues
	Security threats 
	Comments

(e.g. likelihood, level of severity)

	Key Issue #2.1: Linkability by distinguishing MAC failure and synchronization failure
	Traceability of the user/victim 

IMSI-probing is when an attacker tries to find out whether the subscriber with this identity is present in a given area.
	

	Key Issue #2.2: Linkability by SUCI replay
	Traceability of the user/victim 

IMSI-probing is when an attacker tries to find out whether the subscriber with this identity is present in a given area.
	1. The likelihood of this issue is extremely low. 

2. The actual identity of the user cannot be revealed by a SUCI so there is no threat to the user as the user can not be identified.

	Key Issue #2.2: Linkability by generation of different SUCIs
	Traceability of the user/victim 

IMSI-probing is when an attacker tries to find out whether the subscriber with this identity is present in a given area.
	This attack only applies to scenarios where the SUCI calculation is to be performed by the ME.

	Key Issue #2.2: DoS attack
	DoS attack on UDM
	The DoS attack is possible as the attacker can replay the captured SUCI many times and heavy authentication procedure will take place every time.

	Key Issue #3.1: Attack due to expired authentication result in the UDM
	N/A
	

	Key Issue #3.2: SUPI guessing attacks
	Privacy threat
	This attack only applies to scenarios where the SUCI calculation is to be performed by the ME.

	Key Issue #4.1: Protection of SQN during AKA re-synchronisations
	Privacy leakage of subscribers 

Keystream re-use in the AKA protocol. Leakage of information on the sequence number in AKA re-synchronisations. Leaked sequence number information possibly provides information on the number of authentications performed.
	


7.2.2
Conclusion on key issue #2.2: Key Issue #2.2: Linkability by SUCI replay 
No normative work is recommended for the key issue#2.2 Linkability by replaying SUCI. 
The DoS attack is possible. It is recommended to solve the DoS attack using solution provided in the Tdoc S3-21yyyyy.
